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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution provides a draft version of network function service description. It shall be updated according to the latest agreement.
3
Detailed proposal
*** BEGIN CHANGES ***
7
Security related services
7.1
Services provided by PKMF
7.1.1
General

PKMF provides Remote UE authorization services and provides security material for establishing PC5 security.
7.1.2
Npkmf_UEAuthentication service

Service operation name: Npkmf_UEAuthentication_authenticate.

Description: Authorize the UE and provides related keying material.

Input, Required: SUCI, PRUK ID or HPLMN ID
Input, Optional: None. 

Output, Required: KNRP and KNRP freshness parameter 2
Output, Optional: GPI.
7.2
Services provided by AUSF

7.2.1
General

The AUSF provides 5G ProSe authentication related service operations in the Nausf_ProSe_UEAuthentication service, namely Nausf_UEAuthentication_Authenticate (clause 7.2.2).
7.2.2
Nausf_ProSe_UEAuthentication service

Service operation name: Nausf_ProSe_UEAuthentication_authenticate.

Description: Authenticate and authorize the UE, and provide related keying material.

Input, Required: SUCI or 5GPRUK ID, HPLMN ID , serving network name
Input, Optional: None. 

Output, Required: 5GPRUK ID, KNR_ProSe, Nonce_2.
Output, Optional: None.
7.3
Services provided by UDM

7.3.1
General
The UDM provides 5G ProSe authentication related service operations in the Nudm_ProSe_UEAuthentication service, namely Nudm_ProSe_UEAuthentication_Get (clause 7.3.2).
7.3.2
Nudm_ProSe_UEAuthentication_Get service operation

Service operation name: Nudm_ProSe_UEAuthentication_Get

Description: Requester NF gets the authentication data from UDM. If SUCI is included, this service operation authorizes the Remote UE and returns the SUPI and an Authentication Vector (AV). If 5GPRUK ID is included, this service operation authorizes the Remote UE and returns the 5GPRUK or the SUPI and an AV. 

Inputs, Required: SUCI or 5GPRUK ID, Relay Service Code.
Inputs, Optional:
Outputs, Required:
Outputs, Optional: SUPI, AV, 5GPRUK
*** END OF CHANGES ***

